St Joseph’s Catholic Primary School

At St Joseph’s we work, learn and grow together guided by Jesus’ teachings

CRC Article 29(goals of education)

Education must develop every child’s personality, talents and abilities to the
full. It must encourage the child’s respect for human rights, as well as respect
for their parents, their own and other cultures, and the environment.
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Online safety is an integral part of safeguarding and requires a whole school, cross-
curricular approach and collaboration between key school leads. Accordingly, this
policy is written in line with ‘Keeping Children Safe in Education’ 2024 (KCSIE and
other statutory documents. It complements existing and forthcoming subjects
including Health, Relationships and Sex Education, Citizenship and Computing; it is
designed to sit alongside our statutory Safeguarding Policy. Any issues and concerns
with online safety must follow the school’s safeguarding and child protection
procedures.




Online-safety risks are traditionally categorised as one of the 4 Cs: Content, Contact
Conduct and Commerce. These four areas remain a helpful way to understand the
risks and potential school response, whether technological or educational. They do
not stand in isolation, however, and it is important to understand the interplay
between all three.

Many of these new risks are mentioned in KCSIE 2024, e.g. fake news, sharing
nudes and semi nudes and sticky design.

The LGfL DigiSafe 2018 pupil survey of 40,000 pupils identified an increase in
distress caused by, and risk from, content. For many years, online-safety messages
have focussed on ‘stranger danger’, i.e. meeting strangers online and then meeting
them face to face (contact). Whilst these dangers have not gone away and remain
important, violent or sexual content is now prevalent — sending or receiving,
voluntarily or coerced. Examples of this are the sharing of violent and sexual videos,
self-harm materials, and coerced nudity via live streaming. Contact and conduct of
course also remain important challenges to address.

This policy aims to:

e Set out expectations for all St Joseph’s Catholic Primary School community
members’ online behaviour, attitudes and activities and use of digital
technology (including when devices are offline)

e Help all stakeholders to recognise that online/digital behaviour standards
(including social media activity) must be upheld beyond the confines of the
school gates and school day, and regardless of device or platform

e Facilitate the safe, responsible and respectful use of technology to support
teaching & learning, increase attainment and prepare children and young
people for the risks and opportunities of today’s and tomorrow’s digital world,
to survive and thrive online

e Help school staff working with children to understand their roles and
responsibilities to work safely and responsibly with technology and the online
world:

o for the protection and benefit of the children and young people in their
care, and

o for their own protection, minimising misplaced or malicious allegations
and to better understand their own standards and practice

o for the benefit of the school, supporting the school ethos, aims and
objectives, and protecting the reputation of the school and profession

e Establish clear structures by which online misdemeanours will be treated, and
procedures to follow where there are doubts or concerns (with reference to
other school policies such as Behaviour Policy or Anti-Bullying Policy)



Internal school channels should always be followed first for reporting and support,
as documented in school policy documents, especially in response to incidents,
which should be reported in line with your Safeguarding Policy. The DSL will handle
referrals to local authority multi-agency safeguarding hubs (MASH) and normally the
headteacher will handle referrals to the LA designated officer (LADO). The local
authority, academy trust or third-party support organisations you work with may
also have advisors to offer general support.

This policy applies to all members of the St Joseph’s Catholic Primary School
community (including staff, governors, volunteers, contractors, students/pupils,
parents/carers, visitors and community users) who have access to our digital
technology, networks and systems, whether on-site or remotely, and at any time, or
who use technology in their school role.

This school is a community and all members have a duty to behave respectfully
online and offline, to use technology for teaching and learning and to prepare for life
after school, and to immediately report any concerns or inappropriate behaviour, to
protect staff, pupils, families and the reputation of the school. We learn together,
make honest mistakes together and support each other in a world that is online and
offline at the same time.

Key responsibilities of the Leaders of St Joseph’s Catholic Primary School:

e Foster a culture of safeguarding where online safety is fully integrated into
whole-school safeguarding

e Oversee the activities of the designated safeguarding lead and ensure that the
DSL responsibilities listed in the section below are being followed and fully
supported

e Ensure that policies and procedures are followed by all staff

e Undertake training in offline and online safeguarding, in accordance with
statutory guidance and relevant Local Safeguarding Partnerships

e Liaise with the designated safeguarding lead on all online-safety issues which
might arise and receive regular updates on school issues and broader policy
and practice information

e Take overall responsibility for data management and information security
ensuring the school’s provision follows best practice in information handling;
work with the DPO, DSL and governors to ensure a GDPR-compliant framework
for storing data, but helping to ensure that child protection is always put first
and data-protection processes support careful and legal sharing of information

e Ensure the school implements and makes effective use of appropriate ICT
systems and services including school-safe filtering and monitoring, protected
email systems and that all technology including cloud systems are implemented
according to child-safety first principles



Be responsible for ensuring that all staff receive suitable training to carry out
their safeguarding and online safety roles

Understand and make all staff aware of procedures to be followed in the event
of a serious online safeguarding incident

Ensure suitable risk assessments are undertaken so the curriculum meets needs
of pupils, including risk of children being radicalised

Ensure that there is a system in place to monitor and support staff (e.g. network
manager) who carry out internal technical online-safety procedures

Ensure governors are regularly updated on the nature and effectiveness of the
school’s arrangements for online safety

Ensure the school website meets statutory requirements (see appendices for
website audit document)

“The designated safeguarding lead should take lead responsibility for
safeguarding and child protection (including online safety).”

Where the online-safety coordinator is not the named DSL or deputy DSL,
ensure there is regular review and open communication between these roles
and that the DSL’s clear overarching responsibility for online safety is not
compromised

Ensure “An effective approach to online safety [that] empowers a school or
college to protect and educate the whole school or college community in their
use of technology and establishes mechanisms to identify, intervene in and
escalate any incident where appropriate.”

“Liaise with the local authority and work with other agencies in line with
Working together to safeguard children”

Take day to day responsibility for online safety issues and be aware of the
potential for serious child protection concerns

Ensure a GDPR-compliant framework for storing data, but helping to ensure
that child protection is always put first and data-protection processes support
careful and legal sharing of information

Review and update this policy, other online safety documents (e.g. Acceptable
Use Policies) and the strategy on which they are based (in harmony with
policies for behaviour, safeguarding, Prevent and others) and submit for review
to the governors/trustees.

Ensure that online safety education is embedded across the curriculum (e.g. by
use of the UKCIS framework ‘Education for a Connected World") and beyond,
in wider school life

Promote an awareness and commitment to online safety throughout the school
community, with a strong focus on parents, who are often appreciative of
school support in this area, but also including hard-to-reach parents

Liaise with school technical, pastoral, and support staff as appropriate



Communicate regularly with SLT and the designated safeguarding and online
safety governor/committee to discuss current issues (anonymised), review
incident logs and filtering/change control logs and discuss how filtering and
monitoring

Ensure all staff are aware of the procedures that need to be followed in the
event of an online safety incident, and that these are logged in the same way
as any other safeguarding incident

Oversee and discuss ‘appropriate filtering and monitoring” with governors

Key responsibilities of all staff at St Joseph’s Catholic Primary School :

Understand that online safety is a core part of safeguarding; as such it is part
of everyone’s job — never think that someone else will pick it up

Know who the Designated Safeguarding Lead (DSL) is

Read Part 1, Annex A and Annex C of Keeping Children Safe in Education (whilst
Part 1 is statutory for all staff, Annex A for SLT and those working directly with
children, it is good practice for all staff to read all three sections).

Read and follow this policy in conjunction with the school’s main safeguarding
policy

Record online-safety incidents in the same way as any safeguarding incident
and report in accordance with school procedures.

Understand that safeguarding is often referred to as a jigsaw puzzle — you may
have discovered the missing piece so do not keep anything to yourself

Sign and follow the staff acceptable use policy and code of conduct/handbook
Notify the DSL if policy does not reflect practice in your school and follow
escalation procedures if concerns are not promptly acted upon

Identify opportunities to thread online safety through all school activities, both
outside the classroom and within the curriculum, supporting
curriculum/stage/subject leads, and making the most of unexpected learning
opportunities as they arise (which have a unique value for pupils)

Whenever overseeing the use of technology (devices, the internet, new
technology such as augmented reality, etc) in school or setting as homework
tasks, encourage sensible use, monitor what pupils/students are doing and
consider potential dangers and the age appropriateness of websites (ask your
DSL what appropriate filtering and monitoring policies are in place)

To carefully supervise and guide pupils when engaged in learning activities
involving online technology (including, extra-curricular and extended school
activities if relevant), supporting them with search skills, critical thinking (e.g.
fake news), age appropriate materials and signposting, and legal issues such
as copyright and data law



Prepare and check all online source and resources before using within the
classroom

Encourage pupils/students to follow their acceptable use policy, remind them
about it and enforce school sanctions

Notify the DSL of new trends and issues before they become a problem

Take a zero-tolerance approach to bullying and low-level sexual harassment
(your DSL will disseminate relevant information from the new DfE document on
this)

Be aware that you are often most likely to see or overhear online-safety issues
(particularly relating to bullying and sexual harassment and violence) in the
playground, corridors, toilets and other communal areas outside the classroom
— let the DSL/OSL know

Model safe, responsible and professional behaviours in their own use of
technology. This includes outside the school hours and site, and on social
media, in all aspects upholding the reputation of the school and of the
professional reputation of all staff. More guidance on this point can be found in
this Online Reputation guidance for schools.

Key responsibilities of the pupils of St Joseph’s Catholic Primary School:

Read, understand and adhere to the pupil acceptable use policy and review this
annually

Understand the importance of reporting abuse, misuse or access to
inappropriate materials

Know what action to take if they or someone they know feels worried or
vulnerable when using online technology

To understand the importance of adopting safe and responsible behaviours and
good online safety practice when using digital technologies outside of school
and realise that the school’s acceptable use policies cover actions out of school,
including on social media

Understand the benefits/opportunities and risks/dangers of the online world
and know who to talk to at school or outside school if there are problems


http://onlinerep.lgfl.net/

Sexting

All schools (regardless of phase) should refer to the UK Council for Internet Safety
(UKCIS) guidance on sexting (also referred to as ‘youth produced sexual imagery’) in
schools. NB - where one of the parties is over 18, this is no longer sexting but child
sexual abuse.

There is a one-page overview called Sexting; how to respond to an incident for all
staff (not just classroom-based staff) to read, in recognition of the fact that it is
mostly someone other than the designated safeguarding lead (DSL) or online safety
lead to first become aware of an incident, and it is vital that the correct steps are
taken. Staff other than the DSL must not attempt to view, share or delete the image
or ask anyone else to do so, but to go straight to the DSL.

The school DSL will in turn use the full guidance document, Sexting in Schools and
Colleges to decide next steps and whether other agencies need to be involved.

It is important that everyone understands that whilst sexting is illegal,
pupils/students can come and talk to members of staff if they have made a mistake
or had a problem in this area.

Bullying

Online bullying should be treated like any other form of bullying and the school
bullying policy should be followed for online bullying, which may also be referred to
as cyberbullying.

VvV 3.0


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647389/Overview_of_Sexting_Guidance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759007/6_2939_SP_NCA_Sexting_In_Schools_FINAL_Update_Jan17.pdf?_ga=2.234231390.111664464.1566901980-1789411468.1557215460
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759007/6_2939_SP_NCA_Sexting_In_Schools_FINAL_Update_Jan17.pdf?_ga=2.234231390.111664464.1566901980-1789411468.1557215460

Online Safety at St Joseph’s Catholic Primary School

The computer network
(including Wifi) is protected
by a filtering system.

In addition, eSafe provide a
monitoring service and send alerts
to school if anyone has accessed or
attempted to access inappropriate

and / or age restricted material.

Staff and children agree to the
school acceptable use policy when
logging on to the school network.

If staff are aware of children
accessing inappropriate material
they need to inform the
Safeguarding Lead in school
immediately.
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